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Pre-requisites for Configuring ePrescription in
Medinet

ePrescription is the secure exchange of prescription information between the medical practitioner that
prescribes the medication and the pharmacist that dispenses the medication.

Medinet has been integrated with Medisecure which is ePrescription system in order to facilitate the ability
of the practitioner to create an encrypted script that is sent to a secure Prescription Exchange Service and
then retrieved at the patient’s pharmacy of choice.

Practices must have the following in place to be able to access the ePrescription system:

e Registering for an HPI-O.

Individual doctors should have their HPI-Is.

e Access to the HI Service. This includes HI Encryption and HI Signing Certificates.

A PCEHR compliant digital credential (PKI interim certificate).

Clinics must fill in DHS form 4717 to register MediSecure as their CSP (Contact Service Provider).

Systems must have the following minimum requirements to enable the ePrescription system:
e  Microsoft operating system that supports the .net framework 4.0
e DotNet framework 4.0

e Connection to the internet.

Medinet Service Configuration to Access the
ePrescription System

Access to the ePrescription system requires:

1. The Practice HPI-O number recorded via Settings > Global Options > eHealth tab.
2. Configuring Medinet for HI Service access.
a. The HI Encryption Certificate imported via Settings > Global Options > eHealth > HI Setting.
b. The HI Signing Certificate imported via Settings > Global Options > eHealth > HI Setting
The Nash Certificate imported via Settings > Global Options > eHealth > PCEHR Setting
The HPI-I number for the doctor recorded in Medinet via Search > Doctor.

The security function for the doctor recorded via Users > UserManagement.

o v M w

Enable MediSecure in Medinet through Settings> Global Options> eHealth.

Please note that these should be done on the server under the “Admin” account in Medinet and it will
automatically apply to other workstations. Also, all access to the ePrescription service is via the internet and
requires a current internet connection to operate correctly. Configuration details are as follows:
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1. Recording the Practice HPI-O number in Medinet: It can be completed in the “Settings” menu > the
“Global Settings” option > the “eHealth” tab and through the “HPI-O” box.

-
Options

[

Ilnladlrs[ [_Eianeml i Email r_SMS. eHealth |

Health identifier

| Show HI Hyphen

SRS A A

HPI-O: 8003-6282-3335-3257 I

Organisation name:

Organisation details:

MEDTESTORGSCE
81123814949

Address: 11 justin ave, MOLENDINAR, QLD, 4214

Hiseting | | voidate HPro |

MediSecure intergration

Use MediSecure

Setting

PCEHR intergration

|| Use PCEHR

PCEHR Setting |

sove ||

Cancel

2. Configuring Medinet for HI Service access:

a. Click on the “HI Setting” button on the “eHealth” window, the HI Service Settings window

appears.

-

HI URI:
HI Vendor Qualifier:
HI Vendor ID:
HI User ID:

HI User Qualifier:

Serial Signing OMO Cert:

Serial TSL OMO Cert:

HI Service Settings - [ ——
Serial Signing Cert: 056853
Serial TSL Cert: 056854 Import

https:/fwww5.medicareaustralia.gov.au/cer/soap/services/
http:/[nehta.gov.aufid hijuserid/1.0

ABK00001

Abaki

http://nehta.gov.aufid/hijuserid/1.0

P2K Product Name: Practice 2000 Version: Version 3
Medinet Product Name:  Medinet Version: Version 1
[ omo | omoLocal | [ Tex | [ ok | Cancel |

b. To activate the Health Identifier features of Medinet, the practice must import their
Medicare Australia location certificates via the “Import” buttons on the HI Service Settings
window. (These certificates are the same ones that are used for Medicare Australia Online

Claiming).
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Open P - =
"B r R e i = T
U « P2K » HI ¥ Testinfo » 58955229272 - Abaki Pty Ltd - HPIO Location Certificate w | 4y || Sen 5955229, AP
Organize = Mew folder | @
i Dropbox “  Name . ate modified |
< Recent Places
2 fac_encrypt
2 fac_sign
7 Libraries
Documents
4. Music
&, Pictures
R videos 3

% Homegroup ‘

& Computer
& 05(C) |
File name: v | Cenificate Files (*p12) -| |

[— Open Ji Cancel

Navigate to the location where the certificate is located and double click on the certificate in the list. You will
be prompted for the certificate passphrase. If the passphrase is correct the certificate will be imported. This
must be repeated for both the encryption certificate and the signing certificate.

B
Password

Enter the certificate password
[ ‘

On the eHealth window, ensure that the “Use HI Service” option is ticked and the HPI-O number of the
practice is validated.

3. Importing the Nash Certificate: Click on the “PCEHR Setting” button on the “eHealth” window, the
PCEHR Setting window appears.

-

o5 PCEHR Setting ' X

Certificate information

—— — . )
Serial number:  [E=05 | Import I Certificate Information |

URL  https//b2b.eheslthvendonest health.gov.au/

Service

Options

sms -
IdentityVerificationMethodb -

Viewer version: 1.2.36.1.2001.1001.100.149

ok | [ cance |

e To activate the PCEHR features in Medinet, the practice must import their Nash certificate via the
“Import” button on the “PCEHR Setting” window. This certificate obtained when the “Application
for a Healthcare Provider Organization to Request a Department of Human Services eHealth Record
Organization Public Key Infrastructure Certificate” form was completed. This will be sent out on a
disc by Medicare Australia with a Personal Identification Code in a separate letter.
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~

a5 Open - —— LX_
@ | ). « Testdata » PCEHR certs » HPIO Certificate + |44 || Search HPIO Certificate P |
g
Organize ~ New folder 4= v i @
> Favorites *  Name Date modified Type
I Desktop o2 fac_sign 29/01/2013 854 A..  Personal Info

ls Downloads
*# Dropbox

=» Recent Places =

11

| Libraries
‘. Documents
4. Music

= Pictures
B videos

¥ Homegroup
il 7 11l ] »

File name: v |Certificate Files (*p12) 'l

[ open [+ \ Cancel ]

e Navigate to the location where the certificate is located and double click on the certificate in the list.
You will be prompted for the certificate passphrase.

Password - &

Please enter the password

e Onthe “eHealth” Setting window, ensure that the “Use PCEHR” option is ticked.

PCEHR intergration
[¥] Use PCEHR

PCEHR Setting

4. Recording Your HPI-l number in Medinet: In order to upload documents to a patient’s PCEHR,
doctors must have their HPI-I recorded in the Doctor Details. The HPI-I is a unique identifier for the
doctor used in the eHealth context, and is different to their provider number. Also, make sure that
the doctor has an address recorded in Medinet to access to PCEHR.
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s
|[General - More
Auto capitalize the first character of name (V] Group =
Surname  Black i General P -

; First Name | Ely Prescriber No
| Tile | Dr - Work ph | 0904530316 Mobile
| Qualifications - Home ph Fax
i Detauk fom Email | ely@abaki com '

Appt. Interval (min) | 10 b [#] Available for Appt Note
f List Order 0 7] Available to work
o || Perform Multi Proc

- 8003-6191-6666-7441 i
I e | vosare ] Vocational Reg'n ] Aschived
' Provider Type Code 2531
‘ [”] Enable ePrescribing
| address
I
| Resident |25 Beaumont Cres Mailing | 25 Besumont Cres
Address Address
Suburb | LALOR Suburb | LALOR

: State  VIC ~ P.Code 3075 State  VIC ~ P.Code 3075
I Provider
||| Providerthum  Business Addres Letter Head Bank Account Payee LSPN SCPI  Archiv 8

» | 065028KE ABAKIPTY. LTD- ABAKIPTY LTD

| %] L

‘n
" o ] [ o ] '

A new security function for accessing to the PCEHR has been created in Medinet. Users, who do not

have this function included in one of the roles assigned to them, will not be able to access the
PCEHR. This can be done by logging in Medinet under “Admin” via the “Users” menu, through the
“User Management” option.

User Management

Users |Roles.
Name
Admin
Dr Alan Smith

10 Dr Alison Hodgers
DrAnnabell Willson
DrBeen Shepardd

Dr Gil Zimmeman
DrJohn Johnson
|

FullName
Administrator
Dr Alan Smith
Dr Alison Hodgers
Dr Annabell Willson
Dr Been Shepardd

Dr Gil Zimmerman
Dr John Johnson

Description

Testing doctor

User

[User | Memberaf| Rights

Rights
History_edit
PCEHR

Prescription_view
PapSmear_edit
Immunisation_view
Pathology_edit
PapSmear_view
Letter_view
Document_edit
CumentRx_edit
Pregnancy_edit
History_view
Letter_edit
Immunisation_edit
Prescription_edit
Document_view
Progress_view
Acupuncture_edit
Pregnancy_view
Acupunclure_view

Dathalams wisw

Rights

6. Enable MediSecure:

Userrights

Clinics must fill in DHS form 4717 to register MediSecure as their CSP. Once the paper work is done,
MediSecure will contact the clinics to remotely install MediSecure Adapter and enter the Medisecure
settings in Medinet through the menu Settings> Global Options> eHealth. Make sure that option “Use

MediSecure” is ticked.
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r
Optons =
| Medinet | General | Email/ SMs | eHealth |

lealth identifier
[¥] Show HI Hyphen
[¥] Use Hi senvice
HP1-0: 8003-6282-3335-3257
Organisation name:  MEDTESTORGSCE
Organisation detads: 81123814949
Address: 11 JUSTIN AVE, MOLENDINAR, GLD,
4214
[ HiSeting | [ Vaidate HPLO |
ni
[¥] Use MediSecure
PCEHR mtegration
[¥] Use PCEHR
PCEHR Setting

|
[soe J[ oo ||

How does ePrescription work in Medinet?

Once you have successfully completed the setup, the patient's PCEHR is automatically gained access through

PCEHR READY
their Clinical Window. A colour coded box

will appear in the top right corner of the patient’s

clinical window. Also, there is a new column named “NPDR” in the RX window of the patient’s clinical

information.

Mi Medinet o @ &
Patient  Summaries  Assessment Tools [westigations Resources Sewch  Settings Uses Help Favourtelinks Favourite Lesters  PCEHR |
» M ) = (2] 4ot
+ X R //ACL VBT OAE 2R d Mue 28 5 QR
| Mr Basd Lester 18 years M | -x
(=] Patients info
Basil Lester ~| DDB: 05051995 Toyean Mol Occupaton ATSE Mone m
1Cusak. EDENSOR PARK NSW2176  Fiemo, Phare Mok Smoking 7 Smoier

Medicars: 350113551/1 =
Alerges: 7 Allergies. - Elamar
\Wiamings:

B 20/ G| e i | 6 e f e )| e P | oo

Brand substtuson pot permited | _ada | [[Delets | [ Point |

SebectAl | [ Dessloctall | 7] Oversus iem [ Delete sl wverdumitem |~ Scrptae: | 15112013~

Quick script [=) Ecit Quick scrcts woy-deicted  Flod - Overdue  Blue - Almost due.

v Drug rame Generic Strength Dose Freq  Ismcsons  Rowe  Qty Rpts  Blapse  §° Rep2d Pupose  Lastscript Authoriy No, ApprovalNo. Authonty indicaso Firstscript  Reason
i[OI w ] ] [ [ [T OENE [ ] B © L& Iy

» [[9]] s8UFY TABLETS Aripiprazola Smg B ] N 0 wmeem s 15112013 30T8R0N3  ABUSEDRUG(S) &
]«

User: Dr by Black | Provider: 065028K | Letter head: ABAKLFTY. LTD | MedinetPCEHR - ROSEFC | ~

Meschph D NLVIVAB 33P0 5|

ePrescription currently operates parallel to the existing paper prescription process:

1. The medical practitioner prints a paper prescription in Medinet.
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= @ 4
Petient Summaties  Assessment Tooks [lwestigations Resouress Seach Semtings Uses Help Faveutmelinks Favourtelemess PCEHR - - -
+ X //AACL BV EETOAP QR Mg @8 » 538
|- Mc Basl Lester 18 years M | - ¥
[=] Patients info
IB::;?:DENSW PARK. NSW 2176 . E?mm]m :‘:‘”’ - Mok Medicave: 39501135511 - ﬂ :';:w m
Alerges: 7 Allesgies v (D%
e ; [ PO
B s R | [ Proress | P pastbisery | b Besuts | (0 Leters | () Occe | G QR | P | pcEmR |
[ Selectall | [ Desslect i | ] Overdueitem | Delete all overdus item | 18112013 7] Brand uubattuion ct permitied |
Quick script E M“’"‘"‘“ od  Plad- Ovescue Bl - Almost o = °"'" [(SaveLave |
£ Drug name Gensnic Strength Dose Freg Instructions. Reute Qty Fpls Elapse S’ Reg24 Pupose Last script  Awthonty No. Approval No. Authonty indicaio  First script Reason Maotes Baccode  NPOR
ol 1o & & Y} & & [ E | w EawE & [y & ' ') w & o A -
» f i _»EUFVY;'—BLETS Anpiprazole Smg 5 3 0 21203 s 151172013 30082013  ABUSEDRUGS) G4
I ;
[Users O By lock | Provider 06502888 | Leter head: ABAKI PTY, LTD | MedinetPCEHR - ROSIEPC | = = = Message:d | 157112013 342PM
2. The prescription printed out from Medinet will include a unique ePrescription barcode at the top
right of the prescription.
Dr Ely Black 065028KB Dr Ely Black 065028KB RS e ST R
25 Beaumont Cres, 25 Beaumont Cres, MediSecure
LALOR. 3075 LALOR. 3075
Phone: 0904530316 Phone: 0904530316
39501135511 3950113551/1
Mr Basil Lester Mr Basil Lester
1 Cusak. 1 Cusak.
EDENSOR PARK. 2176 EDENSOCR PARK. 2176
15/11/2013 15/11/2013
PO 9.0.0.0.0.¢.0.0.¢4 PO 0006090044
non-PBS non-PBS
Script No.:77 Script No.:77
ABILIFY TABLETS 5mg ABILIFY TABLETS 5mg
5 5
Qty:30 No Repeats. Qty:30 No Repeats.
1 ltem 1 ltem
Dr Ely Black Dr Ely Black
3.

The ePrescription is encrypted and sent securely through Medisecure adapter.

The following steps are demonstrated as a ePrescription workflow and not necessarily undertaken by
Medinet.

1. The patient takes their prescription to the pharmacy of their choice.

2. The pharmacist scans the barcode, which downloads the prescription details to the dispensing
software and allows the normal dispensing process to continue.

3.

their dispense software in the normal manner.

Commercial-in-Confidence

If the patient’s chosen pharmacy is not set up for ePrescription, the script will be dispensed using

Page 8



GL@BAL HEALTH

Connecting Clinicians and Consumers

ePrescription Settings in Patient’s Profile

There are two new options of ePrescription in the patient’s profile through the “More” window. They are
unchecked by default.

1. If this is checked for the current patient, there will be a message popping
up whenever printing the prescription for the patient.

2. If this is checked for the current patient, there will not be a “NPDR”
column in the RX window of the patient’s clinical window and the prescription will not be sent
through Medisecure to Medicare if the prescription is printed. This option is for the case when the
patient does not agree to send their medication information to Medicare.
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